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the case of Ukraine
Diploma Supplement network kick-off
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IN UKRAINE

* over 3798 education facilities damaged
e ca. 365 education facilities destroyed completely
* 547 children died, more than 1348 injured

* over 8 million of externally displaced people

e approx. 7 million of internally displaced people
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Diia: digital breakthrough with public services

it state super-app

Aonosmora apmil

20 million Sp—

Bidcexosl oSniraull

Ukrainians already use Diia

Hania ‘ OnuTysarma
LS i BonoaumupisHa
Diia is a brand of the digital country. 25 Nowxomwene Madwo

In translation from Ukrainian, this word
means “action”. The Diia ecosystem @ Odopmnennn Ronomor BNO

includes 5 different projects.
& waav

Source: Diia presentation, Ministry of Digital Transformation of Ukraine, e-Governance Conference 2023



https://2023.egovconference.ee/wp-content/uploads/2023/06/pdf-mstyslav-banik.pdf
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Unified approach for easy use

Document’s Structure

Main Full QR-code with
information information deeplink

International
il Passport ¥

International

Passport il XX000000 &

Diia

Barcode with
deeplink

1

User receives a request for a copy of
the digital document

3anut Ha konii
uMpoBUX
AOKYMEHTIB

2

User confirm
document sharing

Sharing

3

System prepares requested data
package from registry and asks user
for sign

4

User confirm
document sharing

Source: Diia presentation, Ministry of Digital Transformation of Ukraine, e-Governance Conference 2023



https://2023.egovconference.ee/wp-content/uploads/2023/06/pdf-mstyslav-banik.pdf
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Personal IDs at arm’s length

ID~card (Passport) International passport Birth certificate eDocument Tax ID Pension ID
Permanent and temporary residence permit Student ID Driving License Vehicle insurance

Vehicle registration certificate IDP certificate Green COVID certificate Yellow COVID certificate

Education documents

15 digital

documents

ehicle Reglistration
ertificate i

DAaAO2IFORPLOMLE

Cra
Nasea

/gr"ic,

Diia
Nadiia
Volodymyrivna ©)
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Diia success: 2023 user numbers

11+ million documents shared through Diia
7+ million uses of Diia.Signature

2.5+ million military bonds purchased by Diia users worth 2.6+ billion UAH
241,000+ internally displaced persons used Diia service
229,000+ automatic registrations of private entrepreneurs
187,000 replacements of driver's license

176,000+ cars share services activated

119,000 uses of YeMalyatko service (newborn services)
48,000+ applications for construction services submitted
UAH 31+ million returned deposits in bankrupt banks

Source: Atlantic Council, 2023



https://www.atlanticcouncil.org/blogs/ukrainealert/ukraines-diia-platform-sets-the-global-gold-standard-for-e-government/
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Focus on data ownership

Sharing Copy in PDF Metadata

@ Sz data = { _ )
L) YKpaiHM "residenceUA": "YKPAIHA M. KuiB

BY/.UMOPOBI3AUIL BYA.25 KB.18",
Aia

Hagia "genderUA": "K",
BonogumupisHa
D Nai

"nationalityUA": "¥kpaina",

/ "birthday": "24.01.1991",
947667234 "birthPlaceUA": "M. KMIB YKPAIHA",
"expirationDate": "13.12.32
"genderEN": "F",

"lastNameEN": "DIIA",

2o

The service allows you to ’ . "firstNameEN": "NADIIA",
receive electronic copies e "lastNameUA": "AIS",
of digital documents of S— "firstNameUA": "HAAIS",

Diia users. B "middleNameUA" : "BONOAUMWUPIBHA" ,

. [P— o "docNumber": "1234567 ’
A copy of a digital

document is information
about a person in
electronic form
contained in state "department”: "2@834",
registers.

"taxpayerNumber': "123456789€
"recordNumber": "19910824-00026",

"jssueDate": "13.12.2015",

Source: Diia presentation, Ministry of Digital Transformation of Ukraine, e-Governance Conference 2023



https://2023.egovconference.ee/wp-content/uploads/2023/06/pdf-mstyslav-banik.pdf
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Nocnyrws  WoTakeQin  Hoswnn  MirannaTasianosinl  Wev

Diia: mobile app + web-portal

Oep>kaBHi Mocnyrmn oHnanH

Hanpunrest: gt SO0 860 ARSI

3aKopOoHHUI i

nacnopt

Aa n sy — e P e [ —

Haj acrnopT rpomMagsHuHa e = o S = = B ==

zaj VKpaiHu ﬂ" =R -= [ a = a a

Hon) v = =

XX( Rara B = = =
— el B e i B B

1 24.08.1991 |

Howmep:
000000000

A

pomapsHam
e
ais /%V
Hapis .
BONOAVMMPIBHY nis nonyﬂﬂ PHI
Hapisa
BonogumupiBHa @

nocnyru

%
;-

i ;ﬂ’;ﬁﬂ -

<Ine) TR\ |
paHT ans [paHT Ha BnacHy [paHT Ha can MpaHT Ha paHT Ha
BeTepaHiB Ta cnpasy TeNNUU nepepo6He
YneHiB IXHiX nignpuemMcTeo
cimen
15 e-documents 150+ e-services

30 + e-services up to 9M provided e-services in 2023
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What's in the background

State Registers. Interoperability. E-identification.

Basic: 7 registers Trembita system - System of IDGOVUA - Integrated

Others registers and systems electronic interaction of state electronic identification
electronic information resources system
https://trembita.gov.ua/ https://id.gov.ua/

ToembiTa 1D & UA

Rules and knowledge, studies.

Competence center + CDTO campus:

standards, guidelines, reusable tools, knowledge base,
learning

https://www.cdto-campus.com/

IXT CDTO campus

Digital Competence
Centre.


https://trembita.gov.ua/
https://www.cdto-campus.com/
https://id.gov.ua/
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Diia.Signature compliance with elDAS standards

European |
Commission

DSS Demonstration WebApp

European Commission > DIGITAL > eSignature > Digital Signature Services > Validate a signature

Validate a signature

Sign a document

Signature SIGNATURE

Signature filename:
Qualification:

Qualification Details:

Privacy notice: Please note that by using the below functionality of the DSS demonstration, your files are going to be

transmitted to the infrastructure of the European Commission. With your action to do so, you consent to this.

Signature format:

transmission of data and we strongly advise you to use documents that do not contain sensitive material. Indication:

Sign a digest
. Files that have been transmitted are not retained.
Sign a PDF
Sign with JAJES Signed file No file chosen
Sign multiple documents Original file(s) Choose Files | No file chosen

Counter sign a signature @ Complete documents

O SHA1 O SHA256 (O SHA384

Send original file(s) as

Standalone application

REST/SOAP WebServices More options

-
Server side

Validation of electronic signatures and indication if they are Advanced electronic
Signatures (AdES), AdES supported by a Qualified Certificate (AdES/QC) or a
Qualified electronic Signature (QES). Validation against the EU MS Trusted Lists and
third country Trusted Lists with voluntary-based AdES recognition.

Certificate Chain:

On claimed time:
Best signature time:
Signature position:

Signature scope:

Signature scope:

Timestamps a

Container type:
Signatures status:

Document name:

https://ec.europa.eu/digital-building-blocks/DSS/webapp-demo/validation

Document Information

_20230525-1518 IRy

META-INF/signature001.p7s
AdESig ©

The certificate is not related to a CA/QC!

The validation is relying on the TC AdES List of the lists providing information
notified by third countries to facilitate the validation of electronic signatures
or seals created in third countries as meeting the requirements of (EU)
advanced electronic signatures or seals in accordance with Regulation (EU)
No 910/2014.

CAdES-C

AI.._ED (-

%

% "DIIA". Qualified Trust Services Provider ™" © State enterprise "DIIA"
i)

So Central certification authority
2023-05-25 15:18:38 (UTC)
2023-05-25 15:18:39 (UTC) ©
loutofl

META-INF/ASiCManifest001.xml (FULL)
Manifest document

photo_2023-05-24 12.35.14.jpeg (FULL)
Full document

ASIC-E
1 valid signatures, out of 1

photo_2023-05-24 12.35.14.jpeg.asice


https://ec.europa.eu/digital-building-blocks/DSS/webapp-demo/validation
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Reengineering of public services

Determination of . i
the service(s) to be =3y gathering o = jfonofthe e- Core process o i
J information «AS is» service's owener P 7> «To be» o
reengineered i development
7Y ¥ v
_Anebibellezels Determining the
- Analysi 1e software Development and il [
Readiness assessment N o variability of Optimization of the Determination of the
analysis of the data N
-etc st scenarios data list list of IS interactions
e-services
I Determination of I
f data in ) 4
Definition and Preparation of TR for
\) development and
necessary changes of
. Interactions
the legislation
Monitoring, 0
ng Data protection l
analysis, Modernization  [@—— Implementation  [€— system
definition of Financing and
improvements procurement
Helpdesk for
members
sk for users
Support, o Test start, functional
' Piloting <= i =  Development
warranty support J check f

Helpdesk for
members
Helpdesk for users
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Complex e-services

Complex electronic public
service - the applicant
receives several services
based on one application,
including e-services from
different authorities

Separate atomic
services

Application for
1st atomic service pers

Application for DigSign
2nd atomic service P

Application for DigSign
n atomic service pers

Application
for complex service

\\f\

Data from application

for 2nd atomic service (" Digsign
Diia

n atomic Service

T

Data from application

for n atomic service Digfisn
na

STA%t Ay poi}\t

Sign of Application for -
. DigSign pers
complex serevice

Data from application Digsen
for 1st atomic service Diia ) —|

+ Data from 1

—

State aut

Results of Services

State authority #2

State authority #n

©

provisions
— |
DigSign
Result #1
N DigSign
> Result #2
DigSign
Result #n

The complex of
services is | DigSign Diia
provided

©

A mechanism that allows combining atomic (separate) services into
different complexes was developed
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Complex e-services on Diia

E-baby
Event: childbirth
Number of services: 9 services

Status: implemented
2023 —up to 120 000 provided

Admission of foreign citizens at
Ukrainian universities

Event: university education
Number of services: 5 services
Status: piloting

Not on Diia

E-entrepreneur

Event: opening the business
Number of services: 15 services
Status: beta testing

U-resident

Event: opening the business for
foreigners

Number of services: 12 services
Status: beta testing

E-permit
Event: business

Number of services: 13-15 services

Status: under development

E-documents on education
(incl. Diploma Supplement)
Event: graduation from educational

institutions

Number of services: 3 services
Status: partly launched & under
development

13
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Educational documents: scope of impact

School: 22,7M
(EQF 2-3)

P

aia i

ATecTaT npo NoBHY
3aranbHy cepefHIo
ocBiTy I

KwuiBcbka cneuianizoaHa wkona I-111
CTyneHis N°52 3 NOrNUMGNEeHUM BUBHEHHAM
YKpaiHCbKOI MOBM KWIBCbKOT MiCbKOT panu
iM. T.I. LeByeHKa

Nata Bupadi
30.05.2021

AAOOOOAA ©

[aHi oHoeneHo 17.05.2021 0 10:30

VET: 4,2M
(EQF 4)

nia K
aunnom

KBasnidgikoBaHOro
POGITHNKA M

KUIBCBKUIA NPOCHeciiiHMin Konepx
iHthopmaLiMHUX TexHONOorii Ta nonirpadii

Oara Bupadi
30.05.2021

AAOOOOAA ®

[aHi oHoBneHo 17.05.2021 0 10:30

Colleges: 0,02M
(EQF 5)

nia

o
(R

Ounnom caxoBoro
MOJIOQLLIOro
Gakanaspa M

KuiBcbkUin NpodeciinHnii konepx
iH(hopMaLiMHNX TeXHONO i Ta monirpadii

Oara Bugadi
30.05.2021

AAOOOOAA &)

BaHi oHoBneHo 17.05.2021 0 10:30

HighEd: 15,2M
(EQF 5-8)

Ounnom 6akanaepa M

KWIBCbKMA HAWiOHANBHWIA YHIBCUTET
imeHi Tapaca LWeB4eHKa

faTa Bupadi

30.05.2021

AAOOOOAA ©

Aaxi oHoBneHo 17.05.2021 o0 10:30

a [a} =

LokymeHTin Nocnyru NosinomnenHs Meto

14



MINISTRY
OF EDUCATION AND SCIENCE

OF UKRAINE

Ministry
of Digital Transformation
of UKkraine

<

€GA

e-governance academy

Pre-launch demo

nia

Ovnnom marictpa 4

KuiBCbKMA HaLioHanbHUW YHIBCUTET
imeHi Tapaca LLleB4yeHKa

Hata supadi
30.05.2021

AAOOOOAA

OaHi oHoBneHo 17.05.2021 o 10:30

©

Ounnom marictpa i

Master’s Diploma

XX000000 @

Ois

Hagisa
BonogumMmupiBHa
Diia Nadiia

[lata HapomXXeHHa 24.08.1991

KWIBCbKWUIA HalioHaNbHWA YHIBCUTET
iMeHi Tapaca LLleB4eHKa

Nara Bupadi 30.05.2021

[laTa 3aKiHYeHHs 30.05.2021

HaB4YaHHA

Ounnom marictpa iff  (X)

Master’s Diploma

CrevianbHicTb
Field of study

05 CouianbHi Ta
NoBefiHKOBI HayKu
Social and
Behavioural studies

Creuianisauis
Specialisation

MoBeniHKOBI
pocnikKeHHa
Behavioural research

OcBiTHA Nporpama Couionorisa
Educational Sociology
program

MNpodpeciiiHa Keanicikawis:
Professional qualification

Couionor / BUknapa4 BMLLIOro HaB4anbHoOro
3aknapy / HaykoBwii cniBpo6iTHWK (couionoris)
Sociologist / Lecturer of Higher Educational
Institutions / Researcher (Sociology)

OpraH akpepuTauii:
Accreditation authority

HauioHanbHe areHTCTBO i3 3a6e3neveHHs
AKOCTI BULLOI OCBITH

funnom marictpaly (%)

Master’s Diploma

OpraH akpeguTauii:
Accreditation authority

HauioHanbHe areHTCTBO i3 3a6e3nevYeHHs
AIKOCTI BULLOT OCBITH

The National Agency for Higher Education
Quality Assurance

PekTOp Heuyi-NeBuLbKniA

Rector CemeH OpecToBKY
Semen Nechuii
Levytskyi

Ayénikat XX000000

3aknaf OCBITH, L0 BUAAB OOKYMEHT:

KWIBCbKUA HalioHanbHUI yHIBCUTET
iMeHi Tapaca LLleB4eHka

15
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Inter-agency cooperation

" Spring 2022: partner commitment as e-Governance Academy supports development of
e-services on educational documents in Ukraine

® Summer 2022: identification phase - concept and technical consultations among MoES, MinDigital,
Inforesurs, Diia, eGA regarding clarity on needs and limitations of the digital solutions (i.e., underaged
personal data, authentication, incomplete data)

® Autumn 2022: legal enactment of the by-law on digital educational documents supported by the
Government

®  Winter 2023: data collation through cross-check between EDEBO (educational documents) and State
Tax Service (tax data) to populate EDEBO with clean data on tax number as the user identifier

“ Spring 2023 — Winter 2024: software development

% Spring 2024: beta-test with 5000 participants

“ 22 March 2024: full-scale launch
- 20,5M+ educational credentials in the Diia digital wallet
- 7,1M+ unique users of Diia who have their educational credentials available in the digital wallet


https://zakon.rada.gov.ua/laws/show/1242-2022-%D0%BF#Text
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Demo 1/3

& OCBIiTHI OKYMEHTHU Master's D|p|0ma Cneuianisauis: aHrnicbka
Aunnom maricTpa PekTOp:

With honours « 3 Bin3Hakow . A
MpodpeciitHa keanidikauis: 3aKnap OCBITH, WO BUAAB [OKYMEHT:

. - Q_] chinonor. Buknagay Mosu (aHrnincbKoi) Ta o o =
-~ [ep>XaBHU BULLNIA HaBYaNbHUI 3aKnag
3apy6iXKHOI niTepaTypu. Buntens MoBu

(HimeLbKoT) - - - .

iment updated on 12:15 | 23.03.2024 « [JOKYMEHT OHOBNEHO 1:

Ovnnom maricTtpa
e CynpyH KatepuHa
3 Bifi3HaKOO MRy =
MukonaisHa PekTOp:
- - - Suprun Kateryna
[ep>xaBHU BULLIMI HABYaNbHWUI 3aKnag

- [aTa HapORKeHHs: 1211, 3aknapg oCBiTH, L0 BUAAB OKYMEHT:

[ep)xaBHWI BULWIA HABYANbHWIA 3aKnapn,
[Oata supadi:

o W

[ep>XXaBHWU BULLMIA HABYANbHUIA 3aKnagn

CTyniHb BULWOT Marictp
‘HT OHOBNEHO 0 12:15 | 23.03.2024 « [IOKYMEHT OHOB OCBITU:

. - C.l.] ° Oara Bupadi: 01.0

[ara 3akiH4eHHs 31.07
HaBYaHHS:

K. QR-koA LWTpuxkon
e

” L)
CneuianbHiCcTb: MOBa i niTepaTypa B, " .l"
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Demo 2/3

<« @ pBb
& OCBITHI BOKYMEHTH

PekTop: -

3aknap oCBiTH, LLO BUAAB AOKYMEHT:

From kateryna.suprun@uiherp.org

[epxaBHW BULWMIA HaBYanNbHWUA 3aKnan To
e ,
Master's
: Diploma-{ - 23-03.2024,
12:16:39.pdf
rMosHa iHdopMauis Share ® P

3aBaHTaXMTU QOKYMeHT (pdf) Personal Work

Kop giaTume we 2:52 xB

OHOBUTM AOKYMEHT Master's Diplo...4, 12:16:39.pdf
“‘l‘ ‘I H“ “H “ “ ﬁ 46KB |

OUuiHNTY ROKYMEHT Adobe Acr..  Bluetooth  CamScann.. CamScann...
Share Link Openin Ca Open PDF

3MiHUTU NOPSAOK OOKYMEHTIB @ @ @ @

MuTaHHA Ta Bignoeiai

7658 0942 43822

CamScann.. CamScann.. CamScann.. CamScann...
PDF to Ima PDF to Wor. PDF Tools Sign (Cam

on LTpuxkon L e e
(m £

QR-kop WTpnxkon 3akpuUTtn

Drive Dropbox Dropbox Gmail
Add to Dro Share with
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Demo 3/3

w

w i Aunnom marictpa/Master’'s Diploma
_J 11151 /ith honours « 3 8iQ3HaKow

CynpyH
KatepuHa
MukonaiBHa

In Kateryn

The digital document copy requested on 24.04.2024, 10:00:23__
R rt? AR A

Pi
Request ID:

[lata HapOoKeHHA:

CTyniHb BULLOT OCBITH:

Degree

[ara supayi:

Date of issue

[lata 3aKiH4eHHA HaB4aHHA:

------- 2 MukonaisHa Vkpaina, {

1241

MenxaRHWIA BULLMI HaBYaNbHWI 3aKnapn

Pr

Cneuianizauis:

MpodpeciiiHa keanidikauis:
Prof J-qualification

quaiiricatior

MOBa i niTeparypa

La i literature

aHrniicbka

chinonor. Buknaga4 MoBu (aHrNINCLKOI) Ta
3apy6iKHOI NiTepatypu. Byutens Mosu
(HimeLbKOT)

Ph

~t

PekTop:

Recto

3aknag OCBIiTH, WO BMAAB AOKYMEHT:

Name

rding

instit

utior

[epXaBHuit BULLMIA HaB4aNbHWI 3aKnan
2 E

19



B MINISTRY Ministry
‘ OF EDUCATION AND SCIENCE of Digital Transformation A
- OF UKRAINE of Ukraine e-governance academy

Digital architecture to support recognition of Ukrainian qualifications

Implemented In progress
0 EDEBO register of educational documents issued by Q Digital diploma supplement:
Ukrainian educational institutions « Stage 1. Diploma Supplement to be issued as part of new
educational qualifications starting 2025.
Q EDEBO service for self-eliciting information on partial « State 2. Digitalization of already existing Diploma
qualifications and issued by Ukrainian educational Supplements for previously awarded educational
institutions educational documents qualifications (under discussion).

Presentation of existing tools

Video recording on explaining existing tools 0 Sharing of educational credentials (incl. cross-border)

Q E-documents on education in Diia mobile app & Diia
government services portal

\ €NHHA ¥

) EIEKTPOHHA ]

\ BABA3NIHTAHB . .
B conivn Oep>kaBHi nocnyru oHnam

20


https://info.edbo.gov.ua/edu-documents/
https://info.edbo.gov.ua/check-person/
https://www.cimea.it/Upload/Documenti/Kateryna_SUPRUN_Digital%20solutions_EDBO.pdf
https://youtu.be/qIJjH28Ow5c?t=2758

Thank you!

o Kateryna Suprun o Andrii Piskun
. kateryna.suprun@uiherp.org I . andrii.piskun@eqga.ee



mailto:kateryna.suprun@uiherp.org
mailto:andrii.piskun@ega.ee
https://www.linkedin.com/in/kateryna-suprun/
https://www.linkedin.com/in/piskun-andrii-790426107/
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